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Abstract

We present ACXESS (Access Control for XML with En-
hanced Security Specifications), a system for specifying and
enforcing enhanced security constraints on XML via virtual
“security views” and query rewrites. ACXESS is the first
system that bears the capability to specify and enforce com-
plicated security policies on both subtrees and structural
relationships.

1 Introduction
Research on XML has mainly attempted to provide effi-

cient storage and query processing techniques. Similar to

most data management systems, securing data or in other

words, making certain data invisible, is as important as (if

not more than) making the data available in an efficient

manner. Given the semi-structured nature of XML data,

sensitive information is contained not just in the data val-

ues themselves, but also in the tree structure. Any access

control language for XML should provide the DBA with

the ability to control access to both data as well as to struc-

ture. None of the existing techniques support access control

on structure without actually generating and materializing

the “views”. This approach is non-realistic given that the

data may constantly change and that usually there are mul-

tiple security levels in a system with each level containing

at least one security view.

2 Our Contributions
ACXESS [2] provides an infrastructure for access control

on XML documents by specifying access constraints in the

form of virtual security views (an approach also used in [1])

and enforcing the access constraints via query rewrites. The

main contributions of our work can be summarized as fol-

lows:

• We introduce an algebraic security view specification

language SSX, by adopting and modifying a graph

editing language, to enable conditional hiding and re-

organizing XML elements/subtrees.

• We propose SAS - an annotated schema to represent

the security constraints internally.

• We propose SQR, a rule-based secure query rewrite

algorithm for enforcing the security constraints, using

only the information in the SAS.

• We conduct extensive experimental evaluation on var-

ious benchmark databases and prove that our approach

is both effective and efficient.

A complete discussion of SSX, SAS and query

rewrite(SQR) in ACXESS is available at [3].

3 Demonstration Proposal

We will demonstrate ACXESS focusing on the three ma-

jor components: security view specification, security con-

straint representation and security constraint enforcement -

via query rewrites.

• Security View Specification: Besides SSX, we will

also demonstrate a graphical interface that assists the

DBA in identifying the entities on which security con-

straints are to be specified and to rearrange the schema

using augmented graph editing operations.

• Security Constraint Representation: The specifica-

tion tool will visually present the SAS associated with

a security view. The DBA can use the SAS (and the se-

curity view) to identify problems in their security pol-

icy and detect and prevent information leakage.

• Security Constraint Enforcement Via Reformula-
tion: Users can enter an XPath query which is rewrit-

ten based on the user groups and then evaluated. The

demonstration will display the rewritten XQuery ex-

pression and the XML fragment obtained by evaluat-

ing the rewritten XQuery expression.

References

[1] W. Fan, C.-Y. Chan, and M. Garofalakis. Secure XML query-
ing with security views. In SIGMOD, 2004.

[2] S. Mohan, A. Sengupta, and Y. Wu. Access control for xml -
a dynamic query rewriting approach. In CIKM, 2005.

[3] S.Mohan, A.Sengupta, Y.Wu, and J.Klinginsmith. Access
control for XML, at http://www.cs.indiana.edu/∼acxess/.

Proceedings of the 22nd International Conference on Data Engineering (ICDE’06) 
8-7695-2570-9/06 $20.00 © 2006 IEEE 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (None)
  /CalCMYKProfile (None)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <FEFF005500730065002000740068006500730065002000730065007400740069006e0067007300200074006f0020006300720065006100740065002000500044004600200064006f00630075006d0065006e007400730020007300750069007400610062006c006500200066006f007200200049004500450045002000580070006c006f00720065002e0020004300720065006100740065006400200031003500200044006500630065006d00620065007200200032003000300033002e>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


