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rview of Results

Motivation

o Reducing Error
@ Networked Environments

e Composibility is subtle — definitions matter (e.g., Efficient
Provers)
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P(z,y)

Auxiliary-input ZK Plain ZK [GMR]

e Nonuniform ZK: D(t,2")
e P-uniform ZK: D(t,z,y)
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Composition

e Sequential Composition:
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e Parallel Composition:
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Overview of Results

Sequential Composition: Previous Results

o Goldreich-Krawczyk "90: Nonuniform Plain ZK is not
2-composable.

o Goldreich-Oren ’94: Auxiliary-input ZK is closed under
polynomial composition.
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Sequential Composition: Previous Results

Sequential Composition of Plain ZK:

P-/Non-uniform ZK | V-Uniform ZK
Efficient Prover 77 77
Unbounded Prover | Not 2-comp [GK] Not 2-comp [GK]

Efficient = P poly-time given input x and witness y
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o Feige-Shamir '90: DL hard = Efficient-prover
auxiliary-input ZK is not 2-composable in parallel.
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o Feige-Shamir '90: DL hard = Efficient-prover
auxiliary-input ZK is not 2-composable in parallel.

e Feige-Shamir '90: UP ¢ BPP and OWF = Efficient-prover
auxiliary-input ZK is not 2-composable in parallel.

o Goldriech-Krawczyk ’90: Unbounded-prover auxiliary-input
7K is not 2-composable in parallel.
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Parallel Composition: Previous Results

Parallel Composition of Auxiliary-input ZK:

Auxiliary-input ZK

Efficient Prover DL = not 2-comp |[FS]

UP ¢ BPP + OWF = not 2-comp [FS|
Unbounded Prover | Not 2-comp [GK]
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Parallel Composition: Our Results

Parallel Composition of Auxiliary-input ZK:

Auxiliary-input ZK

Efficient Prover DL = not 2-comp |[FS]

UP ¢ BPP + OWF = not 2-comp [FS]
key agreement® = not 2-comp
Unbounded Prover | Not 2-comp [GK]
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Sequential P-Uniform ZK

Nonuniform (resp. P-Uniform) Sequential Result

P-/Non-uniform ZK | V-Uniform ZK
Efficient Prover O(1)-comp Not 2-comp
Unbounded Prover | Not 2-comp [GK] Not 2-comp [GK]

Efficient-prover P-uniform plain ZK is closed under
O(1)-sequential composition.
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Proof of Nonuniform (resp. P-Uniform) Result

: Vi Sim'<1(x)
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Sequential P-Uniform ZK

Proof of Nonuniform (resp. P-Uniform) Result

k (X) P(x,y) V*(x)

: Vi Sim'1(x)

gf =1
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Sequential P-Uniform ZK

Proof of Nonuniform (resp. P-Uniform) Result

R(x,y) Vi (x) R(x.y) Vi (x)

: Vi Sim'«1(x) Sim“"(x)

=
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Sequential P-Uniform ZK

Proof of Nonuniform (resp. P-Uniform) Result

R(x,y) Vi (x) R(x.y) Vi (x)
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Sequential P-Uniform ZK

Proof of Nonuniform (resp. P-Uniform) Result

Rix,y) Ve (x) R(xy) V*(x)
I Sim"1(x)
lﬁ\: if L
¢ ¢
D(z,y,tx) D'(z,y,tpg—1) = D(z,y, f(z,y,tp—_1))
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Sequential V-Uniform ZK

V-Uniform Sequential Result

P-/Non-uniform ZK | V-Uniform ZK
Efficient Prover O(1)-comp Not 2-comp
Unbounded Prover | Not 2-comp [GK] Not 2-comp |GK]

Theorem

Efficient-prover V -uniform plain ZK is not 2-composable.
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n 1
Sequential V-Uniform ZK
1

Overview of Goldreich-Krawczyk Construction
(Unbounded Prover)

Definition (Evasive Pseudorandom Ensemble)
51,59, ...
e S, C{0,1}™
@

e S, =U,

o hard to generate elements of \S,,.
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Overview of Goldreich-Krawczyk Construction
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@ Single protocol:
Step P(z) V(z)
1 <& sep {01}
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Overview of Goldreich-Krawczyk Construction
(Unbounded Prover)

@ Single protocol:

Step P(z) V(z)
1 <& sep {01}
2 |ifse Sy c=K(z)
else ¢ € Supn N

© Sequential Composition of two copies:
Step P(z) V(z)
1 s €r {0,1}%"
2 ¢ €R San

S
s

c
—
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@ Single protocol:

Step P(z) V(z)
1 <& sep {01}
2 |ifse Sy c=K(z)
else ¢ € Supn N

© Sequential Composition of two copies:

Step P(z) V(z)
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n 1
Sequential V-Uniform ZK
1

Overview of Goldreich-Krawczyk Construction
(Unbounded Prover)

@ Single protocol:

Step P(z) V(z)
1 <& sep {01}
2 |ifse Sy c=K(z)
else ¢ € Supn N

© Sequential Composition of two copies:

Step P(z) V(z)
1 & sep{0, 1}
2 Cc €ER Sin 5
1 & s=c
2 |sinces€ Sy, :c=K(x) 5
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ntial n
Sequential V-Uniform ZK
1

Proof of V-Uniform Result

Definition (Efficient Evasive Pseudorandom Ensemble)
S1,52,...

e S, C{0,1}™

e Machines with < m/4 bits of advice:

@
o S, =U,,

e hard to generate elements of S,,.

e Jan advice string m,, of length poly(m) s.t. efficient
machines with this advice can:
o Check membership
o Generate uniformly random elements
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Definition (Efficient re Ps ] semble)
S1,52,...

e S, C{0,1}™

e Machines with < m/4 bits of advice:

@
o S, =U,,
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Construction: pairwise independent family:
him €r Hm ke = {hmk(z) = ax + 0|1}
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ntial n
Sequential V-Uniform ZK
1

Proof of V-Uniform Result

Definition (Efficient Evasive Pseudorandom Ensemble)
S1,52,...

e S, C{0,1}™

e Machines with < m/4 bits of advice:

@
o S, =U,,

e hard to generate elements of S,,.

e Jan advice string m,, of length poly(m) s.t. efficient
machines with this advice can:
o Check membership
o Generate uniformly random elements

Construction: pairwise independent family:
him €r Hm ke = {hm ik (z) = ax + 0|1}
S = {x €{0,1}™ : hyp(2) = 0¥}, 7, = (a, b).
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n 1
Sequential V-Uniform ZK

Proof of V-Uniform Result

@ Single protocol:

Step P(x,m4p) V(x)
1 & sep {0,114
2 ifs€ Sy, :c=w
else ¢ € Sun 5

© Sequential Composition of two copies:

Step P(z,m4p) V(z)
1 & sep {01}
2 CER S4n N
1 < s=c
2 since € Syt c=w —
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Conclusions

Highlight impact of efficient provers

Questions?
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