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Lecture 24: Ethical Review of Research



Unethical Human Research

• Nazi biomedical experiments during WWII

• Tuskegee Study (1932-1972)

• Milgram experiment (1961)

• Stanford Prison Experiment (1971)



IRB Review



Common Rule



Example 1: Buggy Linux Updates  



Example 2: Forged SAR emails

• Goal: study how 
websites implement 
data rights

• forged requests sent to
thousands of top
websites



Example 3: Pseudo SAR Emails
• Goal: study how mobile 
apps implement data 
access rights

• CA researchers created 
fake profiles

• sent SARs to top mobile 
apps for data associated 
with those fake IDs

• restricted to apps that 
mentioned CCPA in policy



Discussion Questions

What constitutes human subject research 
(in the context of security and privacy)?

What constitutes ethical research (in the 
context of security and privacy)?

What research should be subject to 
advance ethical review by an external 
reviewer (e.g., IRB review)?
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