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Lecture 21: Privacy Icons



Privacy is the claim of individuals, groups or institutions to 
determine for themselves when, how, and to what extent 
information about them is communicated to others.

– Alan Westin 
Privacy and Freedom, 1967

Informed Consent

Recall: Privacy as Control



Privacy Policies



Improving on Privacy Policies
• Idea #1: Improve how information is communicated

• Idea #2: Give people choices

• Idea #3: Legally-mandate absolute protections



Choice Interfaces: Cookie Banners



Limitations of Cookie Banners

• Information asymmetry

• Resignation

• Bounded rationality
• Nudging

privacy 
paradox



Choice Interfaces: CCPA opt-out of sale



Limitations of CCPA opt-outs

Availability of AutomationUser Awareness

KnowDon't 
Know



Icons



Mozilla Privacy Icons



Mystery Icon #1
• What does this icon mean?
• What happens if you click on it?

Information/More information

Play video/media

Something about ads







AdChoices icon study

▪ 1,505 participants 

▪ Recruited through Amazon Mechanical Turk 

▪ Between subjects online survey

What Do Online Behavioral Advertising Disclosures Communicate to Users? P. Leon, J. Cranshaw, L. Cranor, J. 
Graves, M. Hastak, B. Ur, G. Xu. WPES 2012





Varied Icons and Taglines
Icons Taglines

▪ Why did I get this ad?

▪ Interest based ads

▪ AdChoices

▪ Sponsor ads

▪ Learn about your ad 
choices

▪ Configure ad preferences

▪ No tagline



What would happen if you clicked 
on the icon?

57% More ads will pop up

27% Will take you to a page where you can buy 
advertisements on this website

20% Will take you to a page where you can opt out of 
tailored ads

% who agreed with each statement; some participants agreed with multiple statements
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What would happen if you clicked 
on the icon?

56% More ads will pop up

45% Will take you to a page where you can buy 
advertisements on this website

27% Will take you to a page where you can opt out of 
tailored ads

AdChoices
Configure Ad Preferences

42%

15%

50%

% who agreed with each statement; some participants agreed with multiple statements





Icon development and evaluation 
1. Icon ideation
2. Preliminary icon evaluation
3. Refinement of most promising icons
4. Testing of refined icons
5. Link text ideation
6. Link text evaluation
7. Combined icon and link text evaluation
(but had < 3 months to meet CalAG’s public comment deadline)

https://cacm.acm.org/magazines/2021/3/250700-informing-california-privacy-regulations-with-evidence-from-research/

Hana Habib, Yixin Zou, Yaxing Yao, Alessandro Acquisti, Lorrie Cranor, Joel Reidenberg, Norman Sadeh, and Florian Schaub. 
2021. Toggles, Dollar Signs, and Triangles: How to (In)Effectively Convey Privacy Choices with Icons and Link Texts. CHI 2021, Article 
63, 1–25. https://doi.org/10.1145/3411764.3445387

https://cacm.acm.org/magazines/2021/3/250700-informing-california-privacy-regulations-with-evidence-from-research/
https://doi.org/10.1145/3411764.3445387


Icon ideation 
focused on 3 
concepts
• Choice/consent

• Opting out

• Do-not-sell 



Opting out Do not sell (personal info)Choice/consent

DAA Privacy
Rights





First icon evaluation
• 240 Mturk participants

• Tested 12 icons with and without 
“Do Not Sell My Personal Information” tagline

• Displayed 1 icon
• Asked what the icon means and what would happen if you click on it

• Displayed all 12 icons 
• Asked which best conveyed Do Not Sell and Privacy Choices concepts



Icons difficult to interpret without words



best conveys choices 
about personal info

best conveys do not sell my 
personal info, but also 
conveys payments

mostly 
confusing

people didn’t 
recognize stop sign



Refined icons for evaluation



Best conveys do not sell my personal information

Best conveys choices about the use of personal information



Icon Common Interpretations without tagline (# of 
participants)

Toggle accept/decline something (11)
activate/deactivate something (5)

● okay/exit options (4)
● mark as true/false (4)

DAA ● get more information (15)
● start audio/video content (7)
● denotes website is safe or private (3)
● move forward or next (2)

something about ads (0)

Slash-dollar ● something is free or requires no money (12)
● cash/dollars not accepted (7)
● money (4)
● does not sell data

opt-out of sale (1)

correct interpretation ● misconception

3
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7
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4
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Tagline ideation
• Do Not Sell My Personal Information

• Do Not Sell My Info

• Don’t Sell My Info

• Do Not Sell

• Don’t Sell

• Do-Not-Sell Choices

• Do-Not-Sell Options

• Do-Not-Sell Opt-Outs

• Privacy Choices

• Privacy Options

• Privacy Opt-Outs

• Personal Info Choices

• Personal Info Options

• Personal Info Opt-Outs

• Do Not Sell My Info Choices

• Do Not Sell My Info Options



Tagline testing
• 540 Mturk participants

• “Sell” often misunderstood without “personal information” 
or “info”

• “Do not sell my personal information” and “Do not sell my 
info” conveyed narrow choice effectively, but did not 
convey general privacy choices

• “Options” and “choices” more effective than “opt-outs”
• Most promising new taglines: 

• Privacy choices, Privacy options, Personal info choices
• These could be used to indicate all privacy choices not 

just “Do not sell”



Combo testing
• Mturk study with 1,416 

participants

• Tested 3 icons + no icon

• Tested 5 taglines + no tagline
• Do not sell my personal 

information
• Do not sell my info
• Privacy choices
• Privacy options
• Personal info choices

• 23 combinations tested



Combo testing results
• Misconceptions

• “Personal info choices” conveyed info about shoe sizes, 
site settings, payment methods, etc.

• Slash-dollar icon sometimes suggested payment options 
and encrypted payments (42 participants)

• Toggle icon occasionally suggested it was a real toggle 
(6 participants)

• None of the icons were very good without a tagline
• Slash-dollar was especially bad

• Icons didn’t have much impact on interpretation of taglines



Recommendations to OAG

Privacy Options
• This allows consumers to look for one button
• Prevent the proliferation of buttons

Do Not Sell My Personal Information
• Complies with CCPA as written



OAG’s revised proposed regulationsRecommended 
icon

iOS toggle 
switch



Twitter responds



So they ran another study

• Insignificant difference between the big and small X
• Small differences based on color

• Big differences between the CalAG icon and recommended 
icon

• CalAG icon more likely to be misinterpreted as actual toggle

• Some small changes can sometimes make a big 
difference and you won’t know unless you test with users

+ swapped colors



Then the OAG removed the icon

• Icon completely removed from regulation

• OAG will design a uniform and recognizable opt-out 
button in the future



Then they tested more icons from the OAG!

• Which of these icons, paired 
with the “Do Not Sell My 
Personal Information” link text 
performs best 
• standing out to users on a 

website?
• communicating the presence 

of a do-not-sell choice?
• motivating users to click?

• … and only recruit participants 
from CA



tl;dr; None of the icons were very effective

• Showing the link text without any icon resulted in the 
highest percentage (64%) of correct expectations

• Adding any of these icons to the link text introduced 
misconceptions

• Adding an icon made users more likely to notice link 
(increased from 31% to 38% - 52%) but did not create a 
significantly higher intention to click





CPRA Privacy Options Icon
• CPRA maintains right to opt-out of sale
• Adds right to limit use of sensitive personal information

• Can have two opt-out links or one "alternative link"

A business that chooses to use an Alternative Opt-out Link shall title the link,
“Your Privacy Choices” or “Your California Privacy Choices,” and shall include
the following opt-out icon adjacent to the title. The link shall be a conspicuous
link that complies with section 7003, subsections (c) and (d), and is located at
either the header or footer of the business’s internet Homepage(s). The icon
shall be approximately the same size as other icons used by the business in
the header or footer of its webpage.



CPRA: Signal Processing
• Required to treat automated signals (e.g., GPC) as valid 

opt-out requests

• Exercise: design an icon for businesses to use for this 
signal

The business should display whether or not it has
processed the consumer’s opt-out preference signal as a
valid request to opt-out of sale/sharing on its website
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Privacy Icons


