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Privacy is the claim of individuals, groups or institutions to 
determine for themselves when, how, and to what extent 
information about them is communicated to others.

– Alan Westin 
Privacy and Freedom, 1967

Informed Consent

Recall: Privacy as Control



Privacy Policies



Problems with Privacy Policies
1. People don't read privacy policies

2. People don't understand privacy policies



Improving on Privacy Policies
• Idea #1: Improve how information is communicated

• Idea #2: Give people choices

• Idea #3: Legally-mandate absolute protections



Privacy consent and choice interfaces
▪ App permissions interfaces

▪ Audience controls on social 
media

▪ Cookie banners

▪ Third-party advertising controls

▪ Marketing opt-outs

▪ CCPA do not sell my personal 
information interfaces

▪ GDPR privacy rights interfaces



California Consumer Privacy Act
• Goal: Give users more control over their personal 

information. 

• Introduced four key rights:
1. The right to know
2. The right to delete
3. The right to opt-out of sale
4. The right to non-discrimination

• Signed: June 28, 2018
• Enforced: July 1, 2020

The right to opt-out of sale



The Right to Opt-out of Sale
Users have the right to opt-out of the sale of their personal 
information.

Businesses must provide a "a clear and conspicuous link"
on the homepage of their website entitled "Do Not Sell My 
Personal Information".



How usable are CCPA opt-outs?
• Consumer reports study (May 2021)
• identified 234 California data brokers
• randomly assigned people to opt-out of sale on websites

• 403 participants
• analyzed 3 requests 214 data brokers



How usable are CCPA opt-outs?



How usable are CCPA opt-outs?



a manual observational study
3



LET'S PLAY A GAME

Example 1: https://www.buzzfeed.com
Example 2: https://www.yahoo.com
Example 3: https://www.walmart.com

https://www.buzzfeed.com/
https://www.yahoo.com/
https://www.walmart.com/


Link Accessibility (Top 500 U.S.)



Opt-out mechanisms



Opt-out Mechanisms



Nudging



Nudging



User Study: Link vs. Banners



User Study: Link vs. Banners



Follow-up Questions

45.5%



User Study: Nudging and Inconvenience



User Study: Nudging and Inconvenience





CCPA Opt-out Assistant



CCPA Opt-out Assistant



User Study: Extension
• 54 users recruited on MTurk
• 52 users recruited through Google Ads 

• Asked to install and use extension for 1 week 
• 32 MTurkers installed CCPA Opt-out Assistant
• 22 MTurkers installed control extension

• Logged user behavior
• hash of website visited
• whether website had valid (or ambiguous) opt-out of sale link
• if and how user invoked right to opt-out

• Accepted all participants who used kept extension installed for 
at least 24 hours



Sale of Personal Information



Opt-out Rates
MTurk Users Native Chrome Downloads



User Experience: Difficulty



User Experience: Satisfaction



Global Privacy Control (GPC)
• browser signal that indicates desire to opt-out of sale on 

all websites

• Currently available in Firefox, Brave, DuckDuckGo, etc.
• Also available as a Chrome extension

• legally considered a valid signal under CCPA



Limitations of GPC

Market Penetration User Awareness

KnowDon't 
Know



Icons



CCPA Opt-outs


