Lecture 20: CCPA Opt-outs

CS 181W Fall 2022



Recall: Privacy as Control

Privacy is the c institutions to
determine for t |nf0r'med Consent what extent
information abc thers.

— Alan Westin

Privacy and Freedom, 1967
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= Privacy Policy

might like. The information Google collects, and how that information is used, depends
on how you use our services and how you manage your privacy controls.

When you're not signed in to a Google Account, we store the information we collect with
unique identifiers tied to the browser, application, or device you're using. This allows us
to do things like maintain your preferences across browsing sessions, such as your
preferred language or whether to show you more relevant search results or ads based on
your activity.

“‘ When you're signed in, we also collect information that we store with your Google
Account, which we treat as personal information.

| Things you create or provide to us

) &
1 9

1 When you create a Google Account, you provide us with personal information that
includes your name and a password. You can also choose to add a phone number or
1 payment information to your account. Even if you aren't signed in to a Google Account,
you might choose to provide us with information — like an email address to
communicate with Google or receive updates about our services.




Problems with Privacy Policies

1. People don't read privacy policies

2. People don't understand privacy policies



Improving on Privacy Policies

- ldea #2: Give people choices

- ldea #3: Legally-mandate absolute protections



Privacy consent and choice interfaces

- App permissions interfaces

- Audience controls on social
media

- Cookie banners

- Third-party advertising controls

. Marketing opt-outs

. CCPA do not sell my personal
information interfaces

- GDPR privacy rights interfaces
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California Consumer Privacy Act

- Goal: Give users more control over their personal
information.

- Introduced four key rights:
1. The right to know
The right to delete

2.
3. The right to opt-out of sale
4. The right to non-discrimination

- Signed: June 28, 2018
- Enforced: July 1, 2020



The Right to Opt-out of Sale

Users have the right to opt-out of the sale of their personal
information.

Businesses must provide a "a clear and conspicuous link"
on the homepage of their website entitled "Do Not Sell My
Personal Information®.



How usable are CCPA opt-outs”?

- Consumer reports study (May 2021)

- identified 234 California data brokers
- randomly assigned people to opt-out of sale on websites

- 403 participants
- analyzed 3 requests 214 data brokers



How usable are CCPA opt-outs?

Brokers by number of testers
who found DNS link

0/3 found link
12.6%

1/3 found link

3/3 found link 10.7%

57.5%

2/3 found link
19.2%




How usable are CCPA opt-outs”?
Sessions By Time Spent

Time spent

5 min or less
15 min or less

30 min or less

More than 30 min
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A manual observational study



LET'S PLAY A GAME

Example 1: https://www.buzzfeed.com
Example 2: https://www.yahoo.com
Example 3: https://www.walmart.com



https://www.buzzfeed.com/
https://www.yahoo.com/
https://www.walmart.com/
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California DO NOT SELL Web Form
You can use this form to submit a request to opt out of the sale of personal information
associated with a California resident or household.

A member of DTMG's privacy team will respond as soon as possible after you submit this

CCPA - Do Not Sell My Info |[Hu! X = = X
¢ @ Product reviews, how-tos, deals - X ‘ @ California Do Not Sell My Persorn X @ Cookies & Other Tracking Techn: X /| CBS Privacy Rights Manager X ‘ + - ¢
Do Not Sell My Information X + -
< C & gofundme.com/c/ccpa-sale % €
0 _—
Q Search For individuals \ For nonprofits gofund me How it works Signin Start a GoFundMe

Pursuant to our California Consumer Privacy Act Notice available to California residents, to opt out of a sale of your information
generally, please visit either the Network Advertising Initiative’s Consumer opt-out link or the Digital Advertising Alliance’s Consumer

opt-out link. These sites will permit you to manage cookies from being put on your computer by us or others.

In addition, please exercise your choices regarding any action taken by the Social Networking Services we employ, which links are

provided here:

Facebook Facebook Privacy Policy Facebook Terms of Service
Instagram Instagram Privacy Policy Instagram Terms of Service
Kakao Kakao Privacy Policy Kakoa Terms of Service
Line Line Privacy Policy Line Terms of Service
LinkedIn LinkedIn Privacy Policy LinkedIn Terms of Service
Twitter Twitter Privacy Policy Twitter Terms of Service
Vimeo Vimeo Privacy Policy Vimeo Terms of Service
YouTube YouTube Privacy Policy YouTube Terms of Service

12:10 PM

L Type here to search i 7/8/2020
accurate.

™
reCAPTC

Privacy - Terms

I'm not a robot



Opt-out Mechanisms
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Nudging

Are you sure you don't want to allow these partners?

We and our advertising partners collect personal information (such as the cookies stored on
your browser, the advertising identifier on your mobile device, or the IP address of your device)
when you visit our site or use our app. We, and our partners, use this information to tailor and
deliver ads to you on our site or app, or to help tailor ads to you when you visit others "sites or
use others" apps. To tailor ads that may be more relevant to you, we and/or our partners may
share the information we collect with third parties.
To opt out of Zoom makil
activities which may be d To learn more about the information we collect and use for advertising purposes, please see
Privacy Policy our Privacy Policy. If you do not wish for us or our partners to sell your personal information to
third parties for advertising purposes, select the applicable control from the “Do Not Sell My
Info” link provided. Note that although we will not sell your personal information after you click
that button, we will continue to share some personal information with our partners (who will
function as our service providers in such instance) to help us perform advertising-related
functions such as, but not limited to, measuring the effectiveness of our ads, managing how

I'm sure Ok, allow all
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User Study: Link vs. Banners
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California residents have certain rights with regard to the sale of
personal information to third parties. We use information collected
through cookies or in other forms to improve experience on our site
and pages, analyze how it is used and show personalized
advertising. At any point, you can opt out of the sale of all of your
personal information by pressing “Do not sell my personal
information” You can find out more in our privacy policy at the
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**x| jve Updates*** Trump Holds
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President Donald Trump will hold a Thursday
evening campaign rally in Latrobe, Pennsylvania, at
Arnold Palmer Regional Airport. Stay tuned to
Breitbart News for live updates. All times Eastern. |
2020 Election

USA Today
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information". You can find more in our Privacy Policy

California residents have certain rights with regard to the sale of personal information to third parties. We use information collected through cookies or in other forms to improve experience on
our site and pages, analyze how it is used and show personalized advertising. At any point, you can opt out of the sale of all of your personal information by pressing "Do not sell my personal

ACCEPT COOKIES

DO NOT SELL MY INFORMATION




User Study: Link vs. Banners

B Decline B Accept No Action

Banners (Google Ads)

Link Only (Google Ads)

Banners (MTurk) 1

Link Only (MTurk) -

0 20 40 60 80 100
Percent (%)



Follow-up Questions

0% 20% 40% 60% 80% 100%

45.5%



User Study: Nudging and Inconvenience

California residents have certain rights with regard to the sale of personal information to third parties. We use information collected through cookies or in
other forms to improve experience on our site and pages, analyze how it is used and show personalized advertising. At any point, you can opt out of the
sale of all of your personal information by pressing "Do not sell my personal information”. You can find more in our Privacy Policy

DO NOT SELL MY INFORMATION

California residents have certain rights with regard to the sale of personal information to third parties. We use information collected through cookies or in other forms to improve experience on
our site and pages, analyze how it is used and show personalized advertising. At any point, you can opt out of the sale of all of your personal information by pressing "Do not sell my personal
information". You can find more in our Privacy Policy

ACCEPT COOKIES DO NOT SELL MY INFORMATION

California residents have certain rights with regard to the sale of personal information to third parties. We use
information collected through cookies or in other forms to improve experience on our site and pages, analyze how ACCEPT COOKIES Do Not Sell My Information

it is used and show personalized advertising. At any point, you can opt out of the sale of all of your personal
information by pressing "Do not sell my personal information". You can find more in our Privacy Policy

California residents have certain rights with regard to the sale of personal information to third parties. We use information collected through cookies or in
other forms to improve experience on our site and pages, analyze how it is used and show personalized advertising. More Info

ACCEPT COOKIES

California residents have certain rights with regard to the sale of personal information to third parties. We use information collected through
cookies or in other forms to improve experience on our site and pages, analyze how it is used and show personalized advertising. You can
opt out of the sale of your personal information for each purpose through changing its corresponding toggle to the left. You can find out

more in our Privacy Policy.

Personalized Advertising 7 Analytics Content Personalization

SUBMIT RESPONSE




User Study: Nudging and Inconvenience

B Decline B Accept No Action

One-button (opt-out only) —

Two-button (neutral)

Two-button (highlighting) -

Two-option (button and link)

Two-option (inlined link)

Multi-option (direct)

Multi-option (indirect) -

Fillable Form (indirect)
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CCPA Opt-out Assistant

Q: CCPA Opt Out Assistant

Offered by: ccpaextension

% % % % % 4 | Productivity | & 15 users

TAKE CONTROL OF




CCPA Opt-out Assistant
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er Anger grows as India orders Apple will spend $1 billion to

Twitter to remove posts open 3,000-employee
critical of Covid response campus in North Carolina
Rhea Mogul Kif Leswing, CNBC

FOLLOW CA PRIVACY LINK
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User Study: Extension

- 54 users recruited on MTurk
- 52 users recruited through Google Ads

- Asked to install and use extension for 1 week
- 32 MTurkers installed CCPA Opt-out Assistant
- 22 MTurkers installed control extension

- Logged user behavior
- hash of website visited
- whether website had valid (or ambiguous) opt-out of sale link
- if and how user invoked right to opt-out

- Accepted all participants who used kept extension installed for
at least 24 hours



Sale of Personal Information
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Opt-out Rates

MTurk Users

B COA Banner
COA Toolbar
Native Link

Native Chrome Downloads




User Experience: Difficulty

Bl Somewhat Difficult i Somewhat Easy
Neither difficult nor easy B Very Easy

COA

Control

0 20 40 60 80 100
Percent (%)



User Experience: Satisfaction

Bl Very Unsatisfied Somewhat Satisfied
B Somewhat Unsatisfied Bl Very Satisfied
Neither

COA

Control

0.0 0.2 0.4 0.6 0.8
Percent (%)



Global Privacy Control (GPC)

- browser signal that indicates desire to opt-out of sale on
all websites

- Currently available in Firefox, Brave, DuckDuckGo, etc.
- Also available as a Chrome extension

p3p W3C first meeting W3C recommendation Eirefox removes support W3C obsoleted
NAI forms opt-out site launch 41 members left 'FTC town hall |75 members 91 members
NAI (12 members)‘ ] | * |

Proposal to FTC‘ W3C first meeting é\dTech exits W3C obsoleﬁed

DNT
open to public comment, launch “inyvalid”
TCF 1.x | —
open to public comment launch
TCF 2.x
unofficial draft
GPC

GDPR:: CCPA\
[ I | I I I I I I I I I I | I I [ I I I I I I I I
1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020

- legally considered a valid signal under CCPA



Limitations of GPC

Market Penetration

StatCounter Global Stats
Browser Market Share Worldwide from Oct 2021 - Oct 2022
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CCPA Opt-outs

CHOOSING THE RIGHT EMOTIONAL TONE FOR YOUR UNSUBSCRIBE MESSAGE

VERY NEGATVE NEGATIVE NEUTRAL POSITIVE VERY POSITIVE
Ot/ — | | Q=== | | O C=—————7) | | U= =[O e —
YOU WANT TO WERE SO YOU HAVE BEEN SUCCESS! YOU HAVE BEEN
UNSUBSCRIBE?? || SAD TO SEE UNSUBSCRIBED: || vou HAVE BEEN || UNSUBSCRIBED.
HOW COULD YOU YOU GO :( UNSUBSCRIBED! || THIS 1S THE BEST
DO THIS To VS GIFT YOU COULD
WE NEED yoU!!! HAVE GIVEN US,
THANK YOU.
- —_a——| | e - o g —C T | e )~ -
VERY BAD NOT GREAT PERFECT A UTTLE WEIRD VERY BAD




