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Privacy is a value that
IS very important to
have in a society to
work and progress

— Pedro, age 35



ﬁ Privacy is a network: |
share what | want with
whom | want and trust
| and what matches
with those in the
network....

Green = share.
Red = don't.
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People have right to keep
what they do not want to
share invisible.

—AC, age 24



Privacy is about control —
controlling what is shared
about your thoughts and
preferences, the things
that make you you.

— KRB, age 39



Privacy is the claim of individuals, groups or institutions to
determine for themselves when, how, and to what extent
iInformation about them is communicated to others.

— Alan Westin
Privacy and Freedom, 1967



Informed Consent



Notice and Consent
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= Privacy Policy

might like. The information Google collects, and how that information is used, depends
on how you use our services and how you manage your privacy controls.

When you're not signed in to a Google Account, we store the information we collect with
unique identifiers tied to the browser, application, or device you're using. This allows us
to do things like maintain your preferences across browsing sessions, such as your
preferred language or whether to show you more relevant search results or ads based on
your activity.

“‘ When you're signed in, we also collect information that we store with your Google
Account, which we treat as personal information.

| Things you create or provide to us

) &
1 9

1 When you create a Google Account, you provide us with personal information that
includes your name and a password. You can also choose to add a phone number or
1 payment information to your account. Even if you aren't signed in to a Google Account,
you might choose to provide us with information — like an email address to
communicate with Google or receive updates about our services.
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***Ljve Updates*** Trump Holds
Pennsylvania Rally

President Donald Trump will hold a Thursday
evening campaign rally in Latrobe, Pennsylvania, at
Arnold Palmer Regional Airport. Stay tuned to
Breitbart News for live updates. All times Eastern. |
2020 Election

USA Today

r

California residents have certain rights with regard to the sale of personal information to third parties. We use information collected through cookies or in other forms to improve experience on
is used and show personalized advertising. At any point, you can opt out of the sale of all of your personal information by pressing "Do not sell my personal
information". You can find more in our Privacy Policy

our site and pages, analyze how it
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Problems with Privacy Policies

1. People don't read privacy policies
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Policy Readabillity

Organizations have used the Millennium Copyright
Act to that Google remove references
allegedly copyrighted material on sites.

Experimental study
Between subjects
n=50
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Policy Term Comprehension
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Example: Privacy Terms

Imagine that a company's data use policy states that,
"We use pixel tags and other similar technologies." What is
the most accurate definition of pixel tag in this context?

29%+ A way to monitor which sites users visit using a small
Image
A way to identify an image

51% A small piece of color in an image
A way to identify which people or objects are in an image

20%- | don’'t know
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Privacy Policy => Privacy?

- /5% of users believe that having a privacy policy means
that a website will not share information with other
websites or companies (2005)

- 16% of users believe that having a privacy policy means
that a website will not share information with other
websites or companies (2021)

- /1% of users believe privacy policies guarantee data
protection, confidentiality, or consent (2021)



Problems with Privacy Policies

1. People don't read privacy policies

2. People don't understand privacy policies



Notice fatigue and helplessness

- |Information shown at
iInopportune times or
places

- Misconceptions
- Lack of understanding

« Lack of choices

- Habituation
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VIDEOS SMART CITY CES WINDOWS 10 CLOUD INNOVATION SECURITY MORE

Evernote's new not-so-privacy policy will
let employees read your notes

The note-taking app will let humans (and not just machines) sift through your private data.

521- ByZack Whittaker for Zero Day | December 14, 2016 -- 16:55 GMT (08:55 PST) | Topic: Security

RELATED STORIES

Security

XSS on WebEx domains undoes
previous fixes to Cisco WebEx
Chrome extension

Security

Expect renewed push for encryption
backdoors from Trump
administration

Security
Breach site LeakedSource apparently
raided by feds

Security
Facebook adds security key and
YubiKey support for 2FA




How Trump Consultants Exploited the
Facebook Data of Millions

By Matthew Rosenberg, Nicholas Confessore and Carole Cadwalladr
March 17, 2018

“When you use third-party apps, websites or other services that use, or are integrated with,
our Services, they may receive information about what you post or share. For example, when
you play a game with your Facebook friends or use the Facebook Comment or Share button
on a website, the game developer or website may get information about your activities in the
game or receive a comment or link that you share from their website on Facebook. In
addition, when you download or use such third-party services, they can access your Public
Profile, which includes your username or user ID, your age range and country/language, your
list of friends, as well as any information that you share with them.”



Improving on Privacy Policies

- Idea #1: Improve how information is communicated
- ldea #2: Give people choices

- ldea #3: Legally-mandate absolute protections
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A "Nutrition" Label for Privacy

Principles from nutrition labeling literature

1. A box around the label identifies the boundaries of "regulated"
(i.e., trustworthy) information

2. Visually separating (e.g., bold, lines) sets of information gives the
reader an easy roadmap through the label and designates
sections that can be grouped by similarity.

3. Aclear and boldfaced title communicates the content and
purpose of the label and assists in recognition.



1. Preliminary design
2. Revised design
—0ocus group #1
~urther revisions
~OCUS group #2

3.
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"Nutrition" Label for Privacv

Acme

information
we collect

contact
information

cookies

demographic
information

financial
information

health
information

preferences
purchasing

information

social security

Usability study (n=24)

Final design

Usability study (n=764

your activity on
this site

your location

ways we use your information

provide
service and
maintain site  marketing telemarketing

information sharing

other public
profiling companies  forums

Access to your information
This site gives you access to your contact data and some
of its other data identified with you

How to resolve privacy-related disputes with this site
Please email our customer service department

we will collect and use your
information in this way

by default, we will collect and use
your information in this way unless
you tell us not to by opting out

acme.com

5000 Forbes Avenue

Pittsburgh, PA 15213 United States
Phone: 800-555-5555
help@acme.com

we will not collect and use your
information in this way

by default, we will not collect and
use your information in this way
unless you allow us to by opting in



A "Nutrition" Label for Privacy
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Full Policy Text

- Significantly better

accuracy at answering
factual questions

- 25% faster

- More enjoyable
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Mozilla Privacy lcons

Retention period

Legal short notice: Privacylcons/Retention period
Short notice owner: Nobody

Your data is deleted before 1, 3, 6, or 18 months from the date of transmission have elapsed, respectively. Alternately, your data is

stored indefinitely unless you opt-out. 3 Months

Third-party use

Legal short notice: Privacylcons/Third-party use
Short notice owner: Nobody

Intended Use Only: The site that is collecting data about you is not trading or selling it. It will only share your data with other
organizations in order to carry out the intended transaction.

Limited re-use: This means that a website is collecting data about you and selling or trading it with another organization, government, or Intended use only
person. An example of this is where a shopping website collects data about your shopping preferences, frugality, and ip address and
sells that info to data aggregators or to other e-commerce sites directly.

Limited re-use

Legal short notice: Privacylcons/Ad networks
Short notice owner: Nobody

No ad share: Besides the information exposed via on-page advertisement, the site does not share the data it collects about you with
advertisers.

Ad-share with opt-out: This means that a site either shares the data it has about you with marketing or advertising companies or allows No ad share

those companies to collect info about you while on its site.

)

Ad share with opt-out

Law enforcement

Legal short notice: Privacylcons/Law enforcement
Short notice owner: Nobody *
Statutory process:This means that when an organization gets a phone call, letter, or other legally insufficient request for your data, they
don't comply because the law requires the government to take additional steps before getting your data. These organizations require
the government to comply, at a minimum, with the legal process provided by the law before getting users’ data.

Statutory process
Transparent process:These organizations might provide your data to a government that asks for it without following the legally required
process, but always follows a publicly-documented and consistent process.

Transparent process

Designs by Michael Nieling & Ocupop, designers of the official HTML5 logos&




FTC Recommended Format

ATION?

AMERICA DO WITH YOUR PERSONAL INFORM

WHAT DOES BANK OF

nies choose how they share your personal information. uUnder federal law, that means
personally identifiable information. Federal law gives consumers the right to limit some but not all
sharing. Federal law also requires us to tell you how we collect, share, and protect your personal
information. please read this notice carefully to understand what we do.

Financial compa:

ervice you have with

on we collect and share depend on the product or S

The types of personal informati

us.

This information can include:

yment information

« Social Security number and emplo

ry and credit information

. account balances, transaction histo!

. assets and investment experience

Al financial companies need to share customers’ personal information to run their everyday business.
1In the section below, we list the reasons financial companies can share their customers’ personal
information; the reasons Bank of America chooses to share; and whether you can limit this sharing.

Can you limit
this sharing?

Reasons we can share your persona| information poes Bank of
America share?

For our everyday business purposes — such as to process your
transactions, maintain your account(s), respond to court orders and

legal investigations, or report to credit bureaus

For our marketing purposes — with service providers we use to offer Yes No
our products and services to you (please see below to limit the ways we
contact you)
For joint marketing with other financial companies Yes No
? Canyoy
For our affiliates’ everyday business purposes — Information about Yes No ""'t thi;
your transactions and experiences 'harln'? .
For our affiliates’ everyday business purposes — Information about Yes Yes
your creditworthiness
For nonaffiliates to market to you — for all credit card accounts Yes Yes
For nonaffiliates to market to you — for accounts and services Yes Yes
endorsed by another organization (e.g., debit card co-branded with a
paseball team) “Sponsored Accounts”
n credit No We don't share

For nonaffiliates to market to you — for accounts other that
card accounts and Sponsored Accounts, such as insurance,

investments, deposit and lending

Call:

: 1-800

i -681-

Policy /indey htl 0740
.htm®




BANK PRIVACY
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APPLE \ POLICY \ TECH

Apple will require apps to add privacy
‘nutrition labels’ starting December 8th Ao Bivecy

The labels explain what data is collected at a glance

Campbell | @soupsthename | Nov 5, 2020, 8:42pm EST
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Data safety

Here's more information the developer has provided about the kinds of data this app may
collect and share, and security practices the app may follow. Data practices may vary
based on your app version, use, region, and age. Learn more

DATA PRIVACY  NEWS 4 MIN READ

Google Play Store to Add Privacy Labels i

Data shared

to And ro i d Ap ps by 2 0 22 Data that may be shared with other companies or organizations

® Personalinfo v
9 SCOTT IKEDA - MAY 25, AVYA Name, Email address, User IDs, and Phone number
[ Device or other IDs v

Device or other IDs

Data safety -

Safety starts with understanding how developers collect and share your data. Da @
practices may vary based on your use, region, and age. The developer provided tt  p.ia coliected
update it over time. Data this app may collect

@ Location A
Approximate location and Precise location

o This app may share these data types with third parties Data collected and for what purpose ©
Personal info and Device or other IDs

Approximate location
App functionality, Analytics, Developer communications, Advertising or
marketing, Fraud prevention, security, and compliance, Personalization, Account

@ This app may collect these data types skl
Location, Personal info and 12 others Precise location - Optional

App functionality, Analytics, Developer communications, Advertising or
marketing, Fraud prevention, security, and compliance, Personalization, Account

management
@] Data is encrypted in transit
® Personaliinfo N
E] YOU can request th a-t data be deleted Name, Email address, User IDs, Address, Phone number, Political or religious

beliefs, Sexual orientation, and Other info

See details

Data collected and for what purpose ®

Name - Optional
App functionality, Analytics, Developer communications, Advertising or

T ————————— marketing, Fraud prevention, security, and compliance, Personalization, Account

management

Email address - Ontional



Exercise: Privacy Labels

Look at the Google and Apple privacy labels for the
Instagram app

1. What do you like about each of these labels?
2. What do you not like about each of these labels?
3. Anything interesting about the policy?

4. How might you improve privacy labels for mobile apps?



Exercise: loT Devices

- Design a privacy label for loT devices
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£ Your privacy at a glance

Hello. We are Juro Online Limited (known by humans as Juro). Here's a summary of how we protect your data and respect your privacy.

{r}‘} Types of data we collect = When and how we collect data
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What do they do?

The following

processing your data o
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opt-in to marketing
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Juro Customers Blog LogIn

The Juro Privacy Policy

Hello, We are Juro Online Limited (known by humans as Juro). Here's how we protect your data and respect your privacy. We've open-sourced this policy - get the
free privacy policy template

C@D Our role in your privacy

If you are a Juro customer or subscriber, or just visiting our website, this policy applies to you. If you are agreeing a contract through
Juro, you should check the privacy policy of the Juro customer who sent you the contract - but we also tell you o bit about how we
process your data on their behalf in the “What about if I'm just signing a contract through Juro?” section below.

E When and how we collect data

From the first moment you interact with Juro, we are collecting data. Sometimes you provide us with data, sometimes data about you is
collected automatically.

Yy & Richard Mabey. How to Write a Privacy Policy. 1 July 2019
https://blog.juro.com/how-to-write-a-privacy-
oo oy e of e e policy? ga=2.253541323.357331162.1610645063-
S 658813739.1610645063

We call you

You use Juro

Open source design templates at
https://info.juro.com/privacy-policy-template

You chat with us for customer support i |
You connect integrations (like Slack) D

You antoin bo mackobing maccanos



https://blog.juro.com/how-to-write-a-privacy-policy?_ga=2.253541323.357331162.1610645063-658813739.1610645063
https://info.juro.com/privacy-policy-template
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C (d & strava.com/legalprivacy

STRAVA

Terms of Service

Privacy Policy

Cookie Policy

Cookies Policy.

QA ¥t O NE BR OB MO

Mobile Features  Subscription  Blog m

Strava Privacy Policy

Your privacy is very important to us. Before we get to the details, check out our Privacy Label
to see a summary of our privacy practices. Click on the links to learn more and read the full

policy below.

Jump to full privacy policy

Privacy Label

Collection and Sale of Data

Do we sell your personal information? No
Do we share or sell aggregate information? Yes
Do we share your data with third party API partners? Yes, with your consent
Do we use sensitive categories of data, like health information? Yes, with your consent
Do we use your contact list if you allow us access? Yes
Do we delete your data when you request account deletion? Yes
Do we retain your data for as long as we need it unless you request Yes
deletion?

Privacy Tools and Controls

Can you control who sees your activity and content? Yes
Can you control who sees your location-based activity? Yes
Are your activity and profile privacy controls set to “Everyone” by Yes
default?

Can you download and delete your data? Yes

Do all members worldwide have the same suite of tools and controls? Yes

Login



L] Strava Privacy P

& strava.com/legal/privacy#full_policy

Q o
Privacy Policy

Introduction

Our privacy policy (the “Privacy Policy™) explains the information we collect, how we use and
share it, how to manage your privacy controls and your rights in connection with our websites

and the related mobile applications and services (collectively, the “Services”). Please also

read our Terms of Service which sets out the terms governing the Services.

Strava is headquartered in San Francisco and our Services are provided to you by Strava, Inc. If
you are a resident of the European Economic Area (“EEA"), Strava, Inc. is the controller of your

personal data for the purposes of EEA data protection law.

This policy was written in English. To the extent a translated version confiicts with the English
version, the English version controls. Unless indicated otherwise, this Privacy Policy does not
apply to third party products or services or the practices of companies that we do not own or
control, including other companies you might interact with on or through the Services.

Questions or comments about this Privacy Policy may be submitted by mail to the address

below or via https:/support.strava.com.

Strava, Inc.

208 Utah Street

San Francisco, CA 94103
USA

Attn: Legal
DPO®@strava.com

Information Strava Collects

Strava collects information about you, including information that directly or indirectly
identifies you, if you or your other members choose to share it with Strava. We receive
information in a few different ways, including when you track, complete or upload activities
using the Services. Strava also collects information about how you use the Services. There are
also several opportunities for you to share information about yourself, your friends, and your

activities with Strava. For example:

hE R o0 »@



Annotated Privacy Policies

eoe [ -

< 0

4 explore.usableprivacy.org/instagram.com/?view=machine [

l IQ A\ B I_E P R IVACY. ORG  About  Browse Policies n Search for a website

LoRE

[EXPLORE

The privacy policies presented here are automatically identified and machine annotated by our algorithms. Learn more.

Instagram instagram.com

Privacy Practices o

Click a category to highlight specific
practices automatically identified by
our algorithms.

-ouectlon/Usee o
-Sharing/CoIIectionO ([ 5 ]

. Choice/Control @ ([ 4+ )

User Access, Edit and Deletion @

'ata Retention @ ([ 2 ]
I Data Security @ ([ 1)
l Policy Change @ @
Do Not Track @ [ 0 )
Iternatlonal and Specific Audiences @
[ 2]

Choice Linkso @

We were unable to automatically
locate choices you can make.

Machine Analyzed Policy 1
! Feedback

A\ Disclaimer

Webpage downloaded 9/8/2017 (current version) Reading Level: College (Grade 14)

29 privacy statements and 0 choices identified

Privacy Policy

In September 2012, we announced that Instagram had been acquired by Facebook. We knew that

collaborating with Facebook's team on ways to do just that. As part of our new collaboration,

we've learned that by being able to share insights and information with each other, we can build
better experiences for our users.

We're updating our Privacy Policy to highlight this new collaboration, but we want to make sure you
understand that you still have control over who sees your photos. You still get to choose who can
see your Instagram photos, and you still get to choose whether you post your photos on Facebook.
So while we're looking forward to working closely with Facebook to build better experiences, we
aren't changing the core features of the app that you've come to know and love.

Our new Privacy Policy is effective on January 19, 2013. To learn about how we treat information collected
prior to January 19, 2013, please click here .

Effective date: January 19, 2013

Welcome to Instagram ("Instagram," "we," "us" or "our"). Instagram provides a fast, beautiful and fun way
for you to share media through our content-sharing platform. Just snap a photo, choose a filter to
transform the look and feel, add comments (if you like) and share!

o Our Privacy Policy explains how we and some of the companies we work with collect,
use, share and protect information in relation to our mobile services, web site, and any
software provided on or in connection with Instagram services (collectively, the "
Service "), and your choices about the collection and use of your information.

o By using our Service you understand and agree that we are providing a platform for you




Privacy Policy Chat Bot

How long is my data retained?

| found the following potential answers: W&

Context of retaining your data :

66

We will consider and grant reasonable requests without charge. If we
deny a request, we will state a reason. If we refuse to correct, update,
or delete information, the data subject may submit a concise
statement of disagreement that we will retain and disseminate to
others in the event that we share the disputed information.

Wl 5%
Confident




Improving on Privacy Policies

- Idea #1: Improve how information is communicated
- ldea #2: Give people choices

- ldea #3: Legally-mandate absolute protections
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