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Privacy is a value that 
is very important to 
have in a society to 
work and progress 

– Pedro, age 35



Privacy is a network: I 
share what I want with 
whom I want and trust 
and what matches 
with those in the 
network…. 

Green = share. 
Red = don't. 



People have right to keep 
what they do not want to 
share invisible. 

–AC, age 24



Privacy is about control –
controlling what is shared 
about your thoughts and 
preferences, the things 
that make you you. 

– KRB, age 39



Privacy is the claim of individuals, groups or institutions to 
determine for themselves when, how, and to what extent 
information about them is communicated to others.

– Alan Westin 
Privacy and Freedom, 1967



Informed Consent



Notice and Consent



Privacy Policies





244 hours



Problems with Privacy Policies
1. People don't read privacy policies



Policy Readability



Policy Readability

Organizations have used the _______ Millennium Copyright 
Act to _______ that Google remove references _______ 
allegedly copyrighted material on _______ sites.

Experimental study
Between subjects
n=50



Policy Readability



Policy Term Comprehension

➔ Privacy Policy Analysis
➔ Initial Terms (57 terms)
➔ Qualitative Pilot (n=80)

➔ Final Terms (22 terms)
➔ Main Study (n=800)

◆ Definitions
◆ Comfort Levels



Example: Privacy Terms
Imagine that a company's data use policy states that,
"We use pixel tags and other similar technologies." What is 
the most accurate definition of pixel tag in this context?

▪ A way to monitor which sites users visit using a small 
image

▪ A way to identify an image
▪ A small piece of color in an image
▪ A way to identify which people or objects are in an image
▪ I don’t know

A way to monitor which sites users visit using a small 
image

29%

20%

A way to identify an image
A small piece of color in an image
A way to identify which people or objects are in an image

51%

I don’t know





Privacy Policy => Privacy?
• 75% of users believe that having a privacy policy means 

that a website will not share information with other 
websites or companies (2005)

• 16% of users believe that having a privacy policy means 
that a website will not share information with other 
websites or companies (2021)

• 71% of users believe privacy policies guarantee data 
protection, confidentiality, or consent (2021)



Problems with Privacy Policies
1. People don't read privacy policies

2. People don't understand privacy policies



Notice fatigue and helplessness

▪ Information shown at 
inopportune times or 
places

▪ Misconceptions

▪ Lack of understanding

▪ Lack of choices

▪ Habituation





“When you use third-party apps, websites or other services that use, or are integrated with, 
our Services, they may receive information about what you post or share. For example, when 
you play a game with your Facebook friends or use the Facebook Comment or Share button 
on a website, the game developer or website may get information about your activities in the 
game or receive a comment or link that you share from their website on Facebook. In 
addition, when you download or use such third-party services, they can access your Public 
Profile, which includes your username or user ID, your age range and country/language, your 
list of friends, as well as any information that you share with them.”



Improving on Privacy Policies
• Idea #1: Improve how information is communicated

• Idea #2: Give people choices

• Idea #3: Legally-mandate absolute protections





A "Nutrition" Label for Privacy
Principles from nutrition labeling literature

1. A box around the label identifies the boundaries of "regulated" 
(i.e., trustworthy) information

2. Visually separating (e.g., bold, lines) sets of information gives the 
reader an easy roadmap through the label and designates 
sections that can be grouped by similarity. 

3. A clear and boldfaced title communicates the content and 
purpose of the label and assists in recognition. 



A "Nutrition" Label for Privacy
1. Preliminary design
2. Revised design
3. Focus group #1
4. Further revisions
5. Focus group #2
6. Usability study (n=24)
7. Final design
8. Usability study (n=764)



A "Nutrition" Label for Privacy 

• Significantly better 
accuracy at answering 
factual questions

• 25% faster

• More enjoyable



Privacy Icons



Mozilla Privacy Icons



FTC Recommended Format



cups.cs.cmu.edu/bankprivacy/







Exercise: Privacy Labels
Look at the Google and Apple privacy labels for the 
Instagram app

1. What do you like about each of these labels?

2. What do you not like about each of these labels?

3. Anything interesting about the policy?

4. How might you improve privacy labels for mobile apps?



Exercise: IoT Devices
• Design a privacy label for IoT devices





Richard Mabey. How to Write a Privacy Policy. 1 July 2019 
https://blog.juro.com/how-to-write-a-privacy-
policy?_ga=2.253541323.357331162.1610645063-
658813739.1610645063

Open source design templates at 
https://info.juro.com/privacy-policy-template

https://blog.juro.com/how-to-write-a-privacy-policy?_ga=2.253541323.357331162.1610645063-658813739.1610645063
https://info.juro.com/privacy-policy-template






Annotated Privacy Policies



Privacy Policy Chat Bot



Improving on Privacy Policies
• Idea #1: Improve how information is communicated

• Idea #2: Give people choices

• Idea #3: Legally-mandate absolute protections



Privacy Policies


