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Introducing Architecture 
Security
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Check In 3 in class; 
HW2 due tonight!
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Image credit: https://www.ndss-
symposium.org/ndss-paper/unveiling-
your-keystrokes-a-cache-based-side-
channel-attack-on-graphics-libraries/
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Outline

• On studying attacks and security


• How to learn leaked information


• How to make sense of leaked information (after spring break)
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Disclaimer on Teaching Attacks…

• We are going to describe published, well-studied literature about dangerous 
and powerful attacks


• These attacks are intuitive and easy to perform (they do not require high levels 
of privilege or complicated code to execute)


• One of the learning goals of this class is to study the trade-offs of design 
decisions made


• ➡ security is an often neglected component of this design space trade-off, 
so we will use it as a means to think deeply about the concepts that we 
have covered and learned thus far
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Share your comfort levels of describing and learning about attacks. 
1⃣ How security conscious do you feel you are? 

2⃣ Do you feel like studying and publishing attacks should be 
encouraged (e.g., more awareness towards building defenses) or 

discouraged (e.g., don’t notify attackers of unknown vulnerabilities)?

Chat with your neighbor(s)!
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The Security Stack

• In order to understand how to build secure systems, 
we should think about ways in which they are 
vulnerable


• Different levels of threat imply different degrees of 
defenses


• In general, defenses at one level of abstraction do 
not apply to the next level of vulnerability


• Different degrees of threat may apply to different 
computing contexts

Humans

Software

Hardware

System Heterogeneity
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Defining Side Channels

• A side channel describes incidental information leakage 
that can be inferred from observing normal execution


• How does hardware leak information?


• Noise! 💃🕺


• Heat (and power dissipation)! ☀


• Timing! ⏱


• Adversaries need to have some notion of meaning 
associated with the information that is leaked by the 
behavior

for (;;) { 
// super intense computation! 

}

💨💨💨💨💨
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Where we’re going!

• If we run on multiprocessor systems where some cores might be running our 
programs and other cores may be running other programs…malicious guest 
code may be running in parallel with our current execution!


• We share hardware with all programs that run on our device, therefore the 
runtime behavior of my currently running programs is affected by other 
programs in the system


• If other programs are behaving maliciously, then they can use these shared 
components to create covert channels through which they can learn about the 
behavior of your program


